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Abstract- Face spoofing, the act of presenting a fake face or biometric feature to deceive authentication systems, 

poses a significant threat to the security of facial recognition systems. With the proliferation of biometric 

authentication in various applications, including mobile devices, banking, and surveillance systems, the 

vulnerability to face spoofing attacks has become a pressing concern. This paper provides a comprehensive review 

and analysis of face spoofing detection techniques, focusing on both traditional methods and recent advancements. 

The review begins by outlining the various types of face spoofing attacks, including printed photos, replay attacks, 

3D masks, and makeup disguises. Subsequently, it discusses the challenges faced by face spoofing detection 

systems, such as the high variability in spoofing materials, illumination conditions, and presentation attacks. 

Traditional techniques, including texture analysis, motion analysis, and color-based methods, are examined, 

highlighting their strengths and limitations 

Furthermore, the paper explores recent advancements in face anti-spoofing, including deep learning-based 

approaches, convolutional neural networks (CNNs), and recurrent neural networks (RNNs). It discusses the 

effectiveness of these techniques in mitigating the vulnerabilities of conventional methods and their ability to 

handle complex spoofing attacks with higher accuracy and robustness. 

Additionally, the review investigates datasets commonly used for training and evaluating face spoofing detection 

algorithms, emphasizing the importance of diverse and representative datasets for reliable performance 

assessment. Furthermore, it discusses evaluation metrics, benchmarking protocols, and open challenges in the 

field to provide insights into future research directions. 

Keywords: Deep Learning, Deep Fake, Deep Fake Video, Video Recognition, Fake Detection. 

1. INTRODUCTION 

Facial recognition technology has become increasingly prevalent in various applications, including authentication 

systems, surveillance, and social media platforms (Tolosana et al., 2020). However, with the rise of deepfake 

technology and other advanced manipulation techniques, the integrity and security of facial recognition systems 

are at risk. This paper focuses on enhancing face spoofing detection through geometric temporal dynamic analysis 

using the Inception V3 algorithm. Face spoofing refers to the act of deceiving facial recognition systems by 

presenting a fake or manipulated face, such as a photograph, video, or mask, to gain unauthorized access or bypass 

security measures. Face spoofing is a significant concern in today's digital world, as it can lead to identity theft, 

unauthorized access to sensitive information, and other malicious activities. To address these challenges, 

researchers have developed various techniques to detect face spoofing attacks. Some existing methods rely on 

analyzing static features, such as texture or color inconsistencies, while others use dynamic features like eye 

movement. However, these methods often suffer from limitations, such as vulnerability to adversarial attacks or 

the inability to detect sophisticated spoofing techniques. To overcome these limitations, this research paper 

proposes an enhanced face spoofing detection method that utilizes geometric temporal dynamic analysis and the 

Inception V3 algorithm. Geometric temporal dynamic analysis involves the extraction and analysis of geometric 

features, such as facial landmarks and contours, over time. These features capture the dynamic patterns and 

movements inherent in genuine facial expressions, distinguishing them from spoofed or manipulated faces. The 

Inception V3 algorithm, a deep learning model known for its excellent performance in image classification tasks, 

is utilized to effectively analyze and classify the extracted features. This research paper aims to demonstrate the 

effectiveness of the proposed method in detecting face spoofing attacks and improving the security of facial 

recognition systems. To evaluate the performance of the proposed method, an automatically constructed dataset 

is used. This dataset consists of both genuine facial expressions and various forms of face spoofing attacks, 

including printed photographs, digital manipulations, and 3D masks. The researchers employ the Inception V3 

algorithm to extract high-level features from the facial images and train a classifier to distinguish between genuine 

and spoofed faces. The proposed method achieves a high detection accuracy by considering both the geometric 

features and temporal dynamics of facial expressions. Furthermore, the Inception V3 algorithm enhances the 

detection capabilities by leveraging its deep learning capabilities to learn complex patterns and features in the 

facial images. The experimental results show that the proposed method outperforms existing approaches in terms 

of accuracy and robustness. The proposed method demonstrates superior performance in detecting face spoofing 
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attacks compared to existing approaches, addressing the limitations of vulnerability to adversarial attacks and the 

inability to detect sophisticated spoofing techniques. In conclusion, this research paper present an enhanced face 

spoofing detection method that combines geometric temporal dynamic analysis with the Inception V3 algorithm. 

The method effectively detects face spoofing attacks by analyzing the geometric features and temporal dynamics 

of facial expressions. By leveraging the deep learning capabilities of the Inception V3 algorithm, the proposed 

method achieves high accuracy and robustness in detecting various forms of faces poof. 

 
Fig.1.1 Various Forms of Faces 

 

 
Fig. 1.2 Block Diagram for Image Processing 

2. PROBLEM STATEMENT 

Facial recognition systems are particularly vulnerable to spoofing attacks, where a fake face is used to gain 

unauthorized access. This vulnerability has grown significantly due to the riseof social media and advancements 

in camera technology. Attackers can easily obtain high- quality images or videos of target individuals and use 

them to bypass facial recognition systems. These spoofing attempts can be done by displaying the image or video 

on various mediums like paper prints, digital displays, or even mobile devices in front of the recognition camera. 

The primary objective of this research is to develop a robust face spoofing detection system with a high success 

rate, particularly for surveillance videos. This system aims to differentiate between real faces and spoofed ones 

by analyzing dynamic facial features in video recordings. The underlying assumption is that genuine human faces 

exhibit subtle dynamic variations (facial expressions, micro- movements) that are difficult to replicate in spoofed 

images or videos. This solution will be evaluated and validated using various benchmark datasets. 

2.1 OBJECTIVES OF THE STUDY 

➢ Improve the accuracy of face spoofing detection: The study aims to develop a system that can more 

effectively distinguish between real faces and spoofedones compared to existing methods. 

➢ Incorporate geometric analysis: This objective focuses on analyzing the geometric properties of facial 

landmarks to identify inconsistencies indicative of spoofing. Examining how facial landmarks move and 

interact with each other can reveal signs of manipulation in deepfakes or masks. 

2.2 SIGNIFICANCE OF THE STUDY 

2.2.1 Combating Misinformation 

This research can help combat misinformation by aiding in the identification of deep fakes. 

2.2.2 Enhancing Trust and Reliability of Facial Recognition  

As facial recognition becomes more pervasive, public trust in its reliability is essential. This research helps build 

trust by addressing a major vulnerability of the technology, potentially leading to wider adoption and acceptance. 

2.2.3 Privacy Protection 

This research improves spoofing detection accuracy, helping safeguard privacy and prevent identity. 
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3. LIMITATIONS OF THE STUDY 

Inherent to most research endeavors, this study is limited by its reliance on existing literature and data sources to 

address the research question. This dependence on previously published works restricts the scope of the analysis 

to the information and data presented within them. Consequently, the study's ability to 

Improve the accuracy of face spoofing detection: The study aims to develop a system that can more effectively 

distinguish between real faces and spoofed ones compared to existing methods. 

➢ Incorporate geometric analysis: This objective focuses on analyzing the geometric properties of facial 

landmarks to identify inconsistencies indicative of spoofing. Examining how facial landmarks move and 

interact with each other can reveal signs of manipulation in deepfakes or masks. 

3.1 Significance of The Study 

3.1.1 Privacy Protection 

This research improves spoofing detection accuracy, helping safeguard privacy and prevent identity. 

3.1.2 Combating Misinformation 

This research can help combat misinformation by aiding in the identification of deepfakes. 

3.1.3 Enhancing Trust and Reliability of Facial Recognition 

As facial recognition becomes more pervasive, public trust in its reliability is essential. This research helps build 

trust by addressing a major vulnerability of the technology, potentially leading to wider adoption and acceptance. 

3.2 Limitations of The Study 

Inherent to most research endeavors, this study is limited by its reliance on existing literature and data sources to 

address the research question. This dependence on previously published works restricts the scope of the analysis 

to the information and data presented within them. Consequently, the study's ability to incorporate the most recent 

advancements in the field may have been hindered by the availability of such information at the timeof research. 

However, efforts were made to integrate the most current data and findings discovered throughout the research 

process, which concluded in the eighth semester of 2024. 

3.3 Related Work 

Face spoofing detection has become a crucial area of research due to the increasing adoption of facial recognition 

technology and the growing threat of spoofing attacks. Traditional methods for spoofing detection primarily relied 

on hand- crafted features, such as color variations, facial landmarks, and optical flow [1, 2]. However, these 

approaches often lacked the complexity to capture the intricate details of facial expressions and artifacts present 

in deepfakes. 

The rise of deep learning has significantly advanced face spoofing detection, with Convolutional Neural Networks 

(CNNs) emerging as the dominant approach due to their ability to learn high-level features directly from data. In 

particular, the Inception V3 algorithm has played a pivotal role in this advancement, showcasing its effectiveness 

in discerning spoofed faces from genuine ones. Its intricate architecture and multi-scale feature extraction 

capabilities have proven instrumental in enhancing the accuracy and robustness of face spoofing detection 

systems. Various CNN architectures have been successfully applied to face spoofing detection tasks, with 

Inception V3 standing out for its notable contributions to the field. 

3.4 Deep Learning Techniques for Face spoof Detection 

3.4.1 CNN-based Approaches 

Several studies have explored CNNs for face spoofing detection. [6] proposed a framework that utilizes a CNN 

to extract spatial features from individual frames and achieved promising results. Similarly, [7] employed a 3D 

CNN to capture spatial features across multiple video frames, demonstrating improved performance compared to 

2D CNNs. 

3.4.2 Attention Mechanisms 

Attention mechanisms have been incorporated into CNN architectures to focus on crucial regions of the face that 

might contain spoofing artifacts. [8] presented a framework that integrates a spatial attention module into a CNN, 

achieving superior performance by directing attention to discriminative facial regions 

3.5 Temporal Information for Spoofing detection 

While CNNs excel at capturing spatial features, incorporating temporal information from video sequences has 

proven beneficial for spoofing detection. Recurrent Neural Networks (RNNs), particularly Long Short-Term 

Memory (LSTM) networks, have been employed to model temporal dependencies a cross video frames. 

3.5.1 LSTM Networks:  

Proposed a framework that combines a CNN for feature extraction with an LSTMnetwork to capture temporal 
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dynamics. This approach achieved significant improvements in detection accuracy compared to methods relying 

solely on spatial features [9]. 

3.5.2 3D CNNs and LSTMs 

Some studies have explored combining 3D CNNs with LSTMs to exploit both spatial and temporal information. 

[10] utilized a 3D CNN to extract spatiotemporal features from video sequences and fed them into an LSTM 

network for classification. This approach demonstrated superior performance compared to methods using only 

2D CNNs or LSTMs. 

3.6 Geometric Analysis for Enhanced detection 

Geometric analysis of facial landmarks has emerged as a promising approach for spoofing detection. By analyzing 

the geometric relationships between facial landmarks (e.g., eyes, nose, mouth), inconsistencies indicative of 

spoofing attempts can be identified. 

3.6.1 Landmark-based Methods  

Proposed a framework that extracts geometric features from facial landmarks and utilizes them for spoofing 

detection [11]. This approach achieved good performance in identifying inconsistencies in facial geometry present 

in spoofed images or masks. 

3.6.2 Joint CNN and Landmark Analysis 

Some studies have combined CNNs with geometric land mark analysis. [12] Presented a framework that utilizes 

a CNN to extract features and perform geometric analysis on facial landmarks, achieving improved detection 

accuracy compared to methods using only one approach. 

4. METHODOLOGY 

In the proposed system deep fake algorithm is implemented for analysis for identification of spoofing of a person 

Face spoofing refers to the act of presenting fake or manipulated facial information to deceive face recognition 

systems. This can involve various techniques, including presenting a photo, video, or mask of someone else's face 

to impersonate them. With the advancement of technologies like deep learning and computer graphics, creating 

realistic spoofed faces has become easier, posing significant challenges to facial recognition systems. 

Inception V3 is a convolutional neural network (CNN) architecture that has been widely used for various computer 

vision tasks, including image classification and object detection. While it's not specifically designed for face 

spoofing detection, it can be adapted or used in conjunction with other techniques to detect spoofing attempts. 

4.1 Dataset Collection 

Gather a dataset of genuine and spoofed face images. This dataset should cover various spoofing methods such as 

printed photos, replay attacks, mask attacks, and deepfakes. 

4.2 Data Preprocessing 

Preprocess the images to ensure they are in a suitable format for input into the Inception V3 model. This may 

involve resizing the images to the required input size of Inception V3 (usually 299x299 pixels) and normalizing 

the pixel values. 

4.3 Model Fine-Tuning 

Fine-tune the Inception V3 model on the prepared dataset. You can use transfer learning by initializing the model 

with pre-trained weights on a large dataset (e.g., ImageNet) and then fine-tuning the model's parameters on your 

face spoofing dataset. 

4.4 Training Setup 

Split the dataset into training, validation, and testing sets. Use the training set to train the model, the validation set 

to tune hyper Para meters and monitor performance, and the testing set to evaluate the final model's performance. 

4.5 Training Procedure 

Train the Inception V3 model using the prepared dataset. During training, the model learns to distinguish between 

genuine and spoofed face images. Use appropriate loss functions (e.g., binary cross-entropy) and optimization 

algorithms (e.g., Adam) for training. 

4.6 Model Evaluation 

Evaluate the trained model on the testing set to assess its performance. Calculate evaluation metrics such as 

accuracy, precision, recall, and F1-score to measure how well the model can detect spoofed face images. 

4.7 Model Integration 

Integrate the trained Inception V3 model into your face spoofing detection system. When a new face image is 

presented for verification, pass it through the model to classify it as genuine or spoofed. 
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4.8 Thresholding 

Set a decision threshold on the model's output probabilities to make a binary decision (genuine or spoofed). Adjust 

the threshold based on the desired balance between false positives and false negatives. 

4.9 Deployment and Monitoring  

Deploy the face spoofing detection system in your application. Monitor the system's performance over time and 

update the model as needed to adapt to new spoofing techniques in the data distribution. 

4.10 Continued Research and Improvement  

Face spoofing techniques are continually evolving, so it's essential to stay updated with the latest research and 

continuously improve the face spoofing detection system to maintain its effectiveness. 

 
Fig. 3.1 Image Pattern 

 
Fig. 3.2 Block diagram for Image Processing 

5. OVERVIEW OF GEOMETRIC TEMPORALDYNAMIC ANALYSIS 

Geometric temporal dynamic analysis is a technique that focuses on examining the geometrical and temporal 

characteristics of facial images to differentiate between genuine and spoofed faces. This approach takes into 

account the dynamic changes in facial features over time, as well as the specific geometric properties of different 

facial components. By analyzing both the temporal and geometric aspects of facial images, this method aims to 

enhance the accuracy of face spoofing detection. Geometric temporal dynamic analysis involves the extraction of 

various facial features such as eyes, nose, and mouth components. These features are then used to create a facial 

representation consisting of six feature vectors. These feature vectors capture the dynamic texture and structural 

shape descriptors of the facial components, allowing for a more comprehensive analysis of the face. 

6. UTILIZING THE INCEPTION V3 ALGORITHMFOR ENHANCED DETECTION 

To enhance the detection of face spoofing, the Inception V3 algorithm is employed as a powerful tool. The 

Inception V3 algorithm, developed by Google, is a deep convolutional neural network that has shown remarkable 

performance in image classification tasks. The algorithm uses a combination of convolutional layers, pooling 

layers, and fully connected layers to extract high-level features from images. These features are then used to 

classify whether the image is genuine or spoofed. The proposed method integrates the Inception V3 algorithm 
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with geometric temporal dynamic analysis to enhance the detection of face spoofing. By combining the power of 

the Inception V3 algorithm with the geometric temporal dynamic analysis approach, the proposed method aims 

to achieve higher accuracy in differentiating between genuine and spoofed faces. 

 
Fig. 6.1 Enhance the detection of face Spoofing 

7. CHALLENGES AND FUTURE DIRECTIONS 

The field of face spoofing detection faces several challenges and offers opportunities for future research. One of 

the main challenges is the development of more sophisticated spoofing techniques that can bypass current 

detection methods. Moreover, with the increasing availability of high-quality deepfake technology, it is becoming 

even more important to develop robust detection techniques. Additionally, the proposed method should be 

evaluated on a larger and more diverse data set to ensure its effectiveness across different demographics and 

environmental conditions. 

This section has reviewed related work on face spoofing detection, highlighting the advancements in deep learning 

techniques, the importance of temporal information, and the potential of geometric analysis for enhanced 

detection. The proposed work in this paper, "Enhanced Face Spoofing Detection Through Geometric Temporal 

Dynamic Analysis," builds upon these existing approaches by incorporating geometric analysis, temporal analysis 

via LSTMs, and deep learning for feature extraction. This combined approach aims to achieve superior robustness 

and accuracy in detecting sophisticated spoofing attempts. 

8. LITERATURE REVIEW 

The prevalence of Deep Fakes stems from their high quality and accessible creation tools. Deep learning underpins 

these methods, particularly for efficient high-dimensional data representation. Deep auto encoders, a specific deep 

network architecture, are frequently used for dimensionality reduction tasks like image compression [8]. The 

initial Deep Fake creation tool, Fake App, leveraged this auto encoder-decoder structure [1]. However, datasets 

like Deep Fake [8], constructed using Generative Adversarial Networks (GANs), pose significant challenges. 

These datasets, along with open-source code like Faceswap-GAN, enable creation of Deep Fakes that 

meticulously mimic facial expressions, lip movements, and blinking [8, 9]. Existing detection methods using 

techniques likelip-syncing analysis and support vector machine (SVM) based image quality metrics exhibit high 

error rates on such datasets [10]. Deep Fakes also present security risks, as cybercriminals can bypass 

authentication systems using these synthesized identities. Deep learning architectures like Convolutional Neural 

Networks (CNNs) and GANs make facial characteristic and pose preservation more challenging for forensic 

models in face-swap scenarios [11]. Additionally, lighting variations in images further complicate detection. Prior 

works by Zhang et al. [12] explored feature extraction using bag-of-words methods followed by classification 

with SVMs, random forests, and multi-layer perceptron (MLPs) to identify manipulated faces. However, GAN-

based models can learn to distribute detailed input information, leading to highly realistic and intricate synthetic 

images, making them arguably the most challenging deep learning- generated content for classification tasks [13]. 

This highlights the need for improved detection methods that can move beyond photometric information and 

analyze the temporal dynamics of facial features. 

Inception V3 is a deep convolutional neural network architecture designed by Google specifically for image 

recognition tasks. It achieves state-of-the-art performance on the Image Net dataset, a widely used benchmark for 

image classification. InceptionV3's architecture incorporates multiple convolutional layers with varying filter 

sizes to capture features at different scales. It also employs techniques like dimensionality reduction and inception 

modules to improve efficiency and reduce computational costs. While Inception V3 is not specifically designed 

for deep fake detection, its strong image recognition capabilities could potentially be adapted for this task. By 

incorporating temporal analysis of facial features alongside the spatial features captured by InceptionV3, a more 

robust deep fake detection system could be developed. 
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Fig. 8.1 Neural Network 

9. RESULTS AND DISCUSSIONS 

Our experiments demonstrated the robustness of the Inception V3 model against a wide spectrum of spoofing 

attacks, ranging from basic photo prints to sophisticated 3D masks. The model's ability to discern spoofed faces 

across different modalities and levels of sophistication underscores its versatility and effectiveness in real-world 

scenarios. By learning hierarchical representations of facial features, the model exhibits resilience to variations in 

spoofing techniques, thereby minimizing false positives and enhancing overall detection reliability. 

9.1 Performance Evaluation of Inception V3model 

Our evaluation of the Inception V3 model's performance involved a comprehensive analysis of its effectiveness 

in detecting face spoofing attacks across various scenarios and conditions. We employed a dataset consisting of 

diverse spoofing techniques, including printed photos, replay attacks, and 3D masks, to ensure a thorough 

assessment. 

9.2 Comparative Analysis With traditional Methods 

In contrast to traditional face spoofing detection methods, which primarily rely on handcrafted features and 

shallow classifiers, the Inception V3 model leverages deep learning techniques to automatically learn 

discriminative features from raw input data. This enables the model to capture complex patterns and nuances 

present in facial images, resulting in a significant improvement in detection accuracy. The superior performance 

of Inception V3 highlights the effectiveness of deep learning approaches in addressing the inherent challenges of 

face spoofing detection. 

9.3 Integration with Geometric temporal Dynamics 

To further enhance the model's capabilities, we integrated geometric temporal dynamic analysis as supplementary 

features to the CNN-based architecture. By incorporating temporal information such as facial movement dynamics 

and blinking patterns, we aimed to exploit the temporal consistency inherent in genuine facial expressions while 

discerning inconsistencies introduced by spoofing attacks. The fusion of spatial features extracted by the CNN 

with temporal dynamics yielded a synergistic effect, enabling the model to achieve heightened sensitivity to subtle 

spoofing cues and improved overall performance. 

10. ROBUSTNESS AND GENERALIZATION 

10.1 Resilience Against Diverse Spoofing attacks 

One of the key strengths of the Inception V3 model is its ability to generalize well across diverse environmental 

conditions. Despite changes in illumination, camera angles, and backgrounds, the model maintains robust 

performance, indicating its adaptability to real-world deployment scenarios. This resilience to environmental 

variations can be attributed to the hierarchical nature of the features learned by the CNN, which abstract away 

irrelevant factors while focusing on discriminative spoofing cues, thus ensuring consistent performance across 

different settings. 

11. Computational Efficiency 

11.1 Real-Time Processing Capability 

Despite its deep architecture and computational complexity, the Inception V3 model maintains real-time 

processing capability, making it suitable for deployment in latency-sensitive applications. The efficient utilization 

of computational resources, coupled with optimizations such as parallelization and hardware acceleration, enables 

the model to process facial images rapidly without compromising accuracy. This attribute is particularly 

advantageous for applications requiring prompt detection of spoofing attempts, such as surveillance systems and 

access control mechanisms. 
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12. INTERPRETABILITY ANALYSIS 

12.1 Feature Visualization and understanding 

In addition to evaluating the model's performance, we conducted an interpretability analysis to gain insights into 

the learned representations and decision-making process of the Inception V3 architecture. We employed 

visualization techniques such as activation maximization and occlusion analysis to understand which regions of 

the input images contribute most significantly to the model's predictions. By visualizing the learned features and 

their spatial importance, we aimed to elucidate the underlying discriminative cues utilized by the model for face 

spoofing detection. 

13. HUMAN- COMPATIBLE EXPLANATIONS 

Furthermore, we explored methods for generating human- compatible explanations of the model’s decisions. By 

translating the learned representations into intuitive explanations understandable by humans, we sought to enhance 

the model's transparency and trustworthiness. Techniques such as attention ‘mechanisms and saliency maps were 

employed to highlight the most relevant regions of the input images and provide contextual explanations for the 

model's predictions. The generation of interpretable explanations is crucial for fostering user trust and acceptance 

of automated face spoofing detection systems in real-world applications. 

RECOMMENDATIONS 

Even while deep learning has made remarkable progress in detecting deep fakes, the caliber of these manipulations 

keeps becoming better. Improving current deep learning techniques is essential for efficiently identifying bogus 

photos and videos. To address this issue, the study suggests a unique method for spotting deepfakes. This 

technique locates faces inside video frames using a face detection algorithm. Then, to help detect visual 

abnormalities in the video frames, the InceptionV3 CNN architecture is employed to extract discriminative spatial 

characteristics from these faces. Then, by using these derived visual features, real and deepfake content may be 

distinguished. The study concludes by highlighting the significance of utilizing state-of-the-art methods to 

strengthen the effectiveness of deep fake detection systems. 

CONCLUSION 

The increasing usage of visual content on social media platforms is to blame for the rise of deepfakes in recent 

years. This assumes special significance when considering the role that social media plays in spreading false 

information and the growing availability of tools for creating deepfakes. The utilization of deep learning 

methodologies has attracted considerable interest in a number of domains. As was previously noted, a multitude 

of deep learning algorithms have surfaced to address this issue, exhibiting the capacity to reliably and efficiently 

identify photos and movies that have been altered. 
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